Military Surface Deployment and Distribution Customer Advisory CA-17-03/06-0133,
Subject: Implementation of GATES Continuous Learning Environment
Attachments (2) Guidance for GATES Continuous Learning Environment (CLE)

Global Air Transportation Execution System (GATEYS)
Application and System Support

Continuous Learning Environment User Manual
EUE-GUM-Continuous Learning Environment-05.05v2

January 26, 2017

Prepared for:

Headquarters Air Mobility Command
HQ AMC/AGIB
Scott AFB, IL 62225

Contract Number: FA4452-13-C-0007
ELIN Number: B010

Prepared by:

CSRA
AMC/USTRANSCOM Account
5 Eagle Center, Suite 8
O’Fallon, Illinois 62269-6636

QA Approved

26 Jan 2017
FW

THIS DOCUMENT IS UNCLASSIFIED

Standard Distribution. Distribution authorized to US Government agencies and their contractors in support
of the Global Air Transportation Execution System (GATES); 1 March 2013. Other requests for this
document shall be referred to the GATES Program Office, HQ AMC/A6IB. ITV & Intelligent Business
Systems Branch.




EUE-GUM- CLE-05.05v2 26 January 2017

THIS PAGE INTENTIONALLY LEFT BLANK



EUE-GUM- CLE-05.05v2 26 January 2017

TABLE OF CONTENTS
SECTION PAGE
1. CONTINUOUS LEARNING ENVIRONMENT ......ooiiiiiiie e 1-1
1.1. Continuous Learning Environment Application OVEIVIEW ...........ccccceeveerveiiesieene. 1-1
1.2, FOMMAl CLE ... .ottt ettt nre e 1-3
1.3 INTOMMAI CLE ..ot bbbt 1-4
2. INFORMAL CLE - AIR ..ottt 2-1
2.1. Accessing the Air Informal CLE............cco o 2-1
3. INFORMAL CLE = WATER ...ttt 3-1
3.1. Accessing the Water Informal CLE ...........cccooeii i 3-1



EUE-GUM- CLE-05.05v2 26 January 2017

TABLE OF FIGURES
FIGURE
Figure 1-1. GATES CLE HOME PAGE .......ocviiiiiiiiiieiieieee e



EUE-GUM- CLE-05.05v2 26 January 2017

1. CONTINUOUS LEARNING ENVIRONMENT

The GATES functional community requires an enterprise web accessible proficiency
database/capability module that provides a continuous learning environment. A continuous
learning environment is necessary to educate the surface, air, and Courier user community in
order to:

a. Maintain and increase Defense Transportation System (DTS) efficiencies and unit
readiness during contingency operations.

b. Ensure decision/audit ready transportation related information and financial readiness.

The GATES Continuous Learning Environment (CLE) mimics the look and feel of the
production GATES.

The GATES CLE capability allows user personnel to input and export air, water, and courier
cargo along with passenger data. Due to the nature of the GATES CLE as multiple self-
contained database and processing environments, not all GATES functions are available.

1.1. Continuous Learning Environment Application Overview

In general, the CLE looks, feels, and operates exactly the same as the operational GATES for
its users. The primary differences are in its configuration. As much as possible the CLE
integrates the functionality of the Central Site and multiple ports into a single environment on
a single server. Another significant difference is that no external systems or email servers are
connected. While this does limit certain functionality, the overall functionality is quite robust
and will be an excellent training tool.

Because the look and feel of the CLE is so similar to the operational system, users should be
careful not to confuse the two and enter live data into the CLE or training data into the live
system.

When a user accesses a CLE training environment, the standard GATES Logo window displays.
The main difference between a standard GATES Logo Page and the GATES CLE Logo page
will be the text at the bottom of the page which states “Continuous Learning Environment” in
red letters. Each training environment is independent of the others, so students working in
classrooms will not impact other classrooms and users in the informal environment will not
impact formal classroom training.

Each Training Area will start with the matching training Baseline; Air or Water. This ensures
a clean database with no risk of P1I or other FOUQ data exposure. Users can then add new data
as appropriate to do the training they wish to accomplish via Data Import or other manual input.
Note: Trainees should be careful not to enter any real Pl into the CLE.

All users must have a Controlled Access Card (CAC) and the capability to read it at his
workstation.
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You are accessing a U.S. Government (USG) Information System (IS)
that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you
consent to the following conditions:

-The USG routinely intercepts and monitors communications on this
IS for purposes including, but not limited to, penetration testing,
COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (Cl)
investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

-Notwithstanding the above, using this IS does not constitute
consent to PM, LE or Cl investigative searching or monitoring of the
content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists,
or clergy, and their assistants. Such communications and work
product are private and confidential. for details.

Figure 1-1. GATES CLE Home Page
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1.2. Formal CLE

Formal environments are designated for classroom training at one of the institutions below:

a.
b.
C.

d.
e.

345th Air Force Training Squadron (Technical Training Proficiency Center) (Ft. Lee, VA)
Transportation Proficiency Center (TPC) (Dobbins AFB, GA)

The 423rd Mobility Training Squadron (MTS)/MTLT (formerly the Expeditionary Center)
(Joint Base McGuire-Dix-Lakehurst)

The US Army Transportation School (Ft. Lee, VA)
Deployment Support Centers (DSC) 4 Locations.

The Formal learning environment is pre-loaded with sites for each Learning Institution with the
ability to add more as needed.

a.
b.
C.

These sites will be coordinated with the Learning Institutions.
The Formal learning environment requires a CAC for access to GATES.

The Formal learning environment has a “system refresh” capability that resets the
environment to initial state. Training institution will contact the GATES Level Il Technical
HelpDesk to clean and refresh a Training Area at the end of each class and to get the URL
of the next class. Once the Training Area is established, the CLE allows instructors and
trainees to add/change/delete data as part of their training.

The CLE allows the use of all specialized equipment, when available in the user’s training area.

a.

HHT

(1) This requires the cooperation of the Handheld Integrator to configure the HHT and
locally available Wi-Fi network connection for full capability.

GHOST
(1) Depending on local Wi-Fi. User must enter the correct URL.
Specialized Printers; Bag Tag, MSL, Boarding Pass, Multi-form

(1) Devices must be on the same network and the appropriate drivers installed on the user
PC.

RFID (external interfaces are not supported for RFID functions)

(1) The CLE allows users to burn active tags when the appropriate burners and/or drivers
are available.

The CLE environment allows existing Data Import capabilities — ATCMD, XMAN, and
manifest import.

No external interfaces are implemented in the CLE. Certain accommodations have been made to
improve the training experience.

a.

DHS: There is a process that simulates the DHS clearance request process. If the user
wishes to simulate processing a DHS Inhibited passenger, they can enter "CLEARE,
PUBLIC, or SILER" as the passenger’s last name. All such passengers will be inhibited.
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To get the passenger cleared, the user must change the last name and resubmit the clearance
request. All other passengers will be DHS Cleared.

ICODES: The ICODES interface will not be simulated. In most cases users will manually
enter Load Sequence Number (Air) or Stow Location (Water).

At air locations the ICODES interface depends on web services, which are not
implemented in the training environment. If an ICODES workstation is available to the
user, the “Export to ICODES” and “Import from ICODES” functions may be used.

. At water locations the ICODES interface is done on the HHT. If the HHT is configured in
the training classroom, then that process can be used.

IBS-CSS MRM15 Updated Shipping Instruction (USI) Process: The CLE has a process
that will simulate the USI process for MRM15 containers.

Each Training Area will be configured to point back to itself as GATES_C, GATES_CA,
and GATES_CAH. This will allow for the use of Track and Trace and GEMS. It will also
allow users with appropriate Roles to perform some HQ functions.

(1) Once the Training Area is established, trainees are able to add/change/delete data as
part of their training.

1.3. Informal CLE

The Informal learning environment will be pre-loaded with all existing GATES and RGATES sites
with the ability to add more sites as needed.

Each Informal Training Area will start with the matching training Baseline; Air or Water. This
ensures a clean database with no risk of P1l or other FOUO data exposure. Users can then add
new data as appropriate to the training they wish to accomplish via Data Import or other manual
input. Note: Trainees should be careful not to enter any real Pl into the CLE.

a. The Informal learning environment only allows CAC access to the CLE.

b. Once connected to the Informal Air Training Area, the user will be able to create a login

for any APC and Job Type or select from an existing login.
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2. INFORMAL CLE - AIR

2.1. Accessing the Air Informal CLE

Step | Action Result
1. Type ina URL. When a user accesses the GATES website, the GATES Logo window
displays.

You are accessing a U.S. Government (USG) Information System (15)
that is provided for USG-authorized use only.

By using this IS {(which includes any device attached to this IS), you
consent to the following conditions:

-The USG routinely intercepts and monitors communications on this
IS for purposes including, but not limited to, penetration testing,
COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (CI)
investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access
controls) to protect USG interests—not for your personal benefit or
privacy.

-Notwithstanding the above, using this IS does not constitute
consent to PM, LE or Cl investigative searching or monitoring of the
content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists,
or clergy, and their assistants. Such communications and work
product are private and confidential. for details.

GATES Logo Window

The GATES Logo page loads an initialization applet which will examine the
current user configuration to determine the extent of GATES applet
functionality. Configuration problems, if any, are passed to GATES Login for
presentation to the user after successfully logging in.

If the initialization applet fails to load, the GATES Logo Page will display a
message indicating some features will not be available and to continue with
the login process.
If the initialization applet loads successfully and the user has not yet restarted
the browser, GATES displays a message requesting the user to restart the
browser.
This step is only required when a change in or absence of the expected GATES
user configuration is detected by the initialization applet.

If the initialization applet loads successfully and the user is correctly
configured, GATES will not display a message.
Regardless if a message is displayed or not, GATES allows the user to continue
the login process.

2. Click the OK button. | The GATES CLE Login window displays.
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Step

Action

Result

RS
35

20 wop et

GATES Login

Enter GATES

Click above to enter GATES.
If not using PKI, click Cancel on following certificate dialog box.

Readme

Continuous Learning Environment

Enter GATES Link. When the user clicks on the Enter GATES link on the
GATES CLE Login window, GATES displays the CAC/ECA Certificate
Choose Account window.
If there isn’t currently a CAC card inserted in the reader. GATES displays
the Insert Smart Card a message.

Click on the Enter
GATES link.

The Select a Certificate window displays.

If there isn’t currently a CAC card inserted in the reader, GATES displays
the Insert Smart Card message.

Windows Security

Select a Certificate

Issuer: DOD CA-32
Valid From: 1/21/2016 to 2/28/2018

iClick here to view certificate prope..;

Issuer: DOD EMAIL CA-32
Valid From: 1/21/2016 to 2/28/2018

<] [

Issuer: DOD CA-32
Valid From: 1/21/2016 to 2/28/2018

i_

OK Cancel

Click on appropriate
certificate name and
then click the OK
button.

The Enter PIN window displays.
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Step | Action Result

Actividentity

Please enter your PIN.

FIN

oK | Cancel |
Upon initial window display, the focus is on the PIN field.
PIN Field. GATES allows the user to enter his/her PIN (minimum of six and
maximum of eight digits).
Cancel button. When the Cancel button is selected, GATES displays the
GATES Login Failed window.
5. Enter your Pin code

and then click the
OK button.

Note: This window
with the Create CLE
Account button will
only be visible on the
Air Informal CLE
servers & the red
“Continuous
Learning
Environment” notice
at the bottom of the
window

The GATES CLE CAC/ECA Certificate Choose Account window displays.

7’"A'\1
,S\‘“‘fﬂ“f‘ll’ﬁ“n
4&5%%»
7
GATES CAC/ECA Certificate Choose
Account
Af;;il;"[s Locked

Continuous Learning Environment

Upon initial window display, GATES displays the accounts associated with
the user. The “Create CLE Account” button will only be visible on the
Air Informal CLE servers. The Login button is disabled. The Manage
CAC/ECA bhuttons is enabled.

Accounts Group Box. GATES lists the accounts associated with the user’s
CAC or ECA Certificate. A “yes” in the Locked column indicates the login

is locked and not available for login.

Login button. When an account is selected and the Login button selected
GATES logs the user into GATES and displays the GATES FOUO
Notification window.

Login Failed. If the Login fails, GATES displays the Login Failed page with
the message "Login Failed; Please contact your WASO."

Max logins. If the user has reached their maximum concurrent login sessions,
GATES displays the Login Failed page with the message "This account has
reached its maximum allowed logins."
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Step | Action Result
Manage CAC/ECA button. When the Manage CAC/ECA button is selected,
GATES displays the Manage CAC/ECA Certificate Management window.
6. | Click the Create The CLE Home Account Manager window displays.
CLE Account (:,ont.in'LJous/Learning Envir'onmen;Acccunt Manager ) l IFAJ\L’-Z‘V,C:T’:T‘i
button.
P Accounts
Login Site Job Type Delete
Upon the first initial window display, the CLE displays with no accounts
associated with the user The Create an Account link and the Return to
CLE link are enabled. The Accounts group box lists the active
account(s), the site, and the Job Type associated with the Logged in user.
The red X allows the user to delete an account as needed.
7. | Click the Create an | The CLE New Account Manager window displays.

Account Link.

Continuous Learning Environment Account Manager 2 HAMILTON.LOLA M 1270749310
New Account
Login ID LMHAMIOO

APC | —APC - v

Job Type | — Select— v

Upon initial window display, the Login ID displays the user associated with
the account created. The APC dropdown allows the user to select from the list
the appropriate APC. The Job Type dropdown allows the user to select from a
list of Job Types.
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Step | Action Result
8. Enter an APC and a Continuous Learning Environment Account Manager 2 HAMILTON.LOLA M. 1270749310
JOb Type and then New Account
CIiCk the Smeit Login ID LMHAMIDO
button.

APC HIK v

JobType | Data Records v

created.”

A screen will popup stating “Please wait while your account is being

Continuous Learning Environment Account Manager

L WELLEN VICKIE L 1270785022

Please wait while your account is being created.

displays.

When the account has been created successfully, the following screen
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Step | Action Result
Continuous Learning Environment Account Manager & WELLEN VICKIE L. 1270785022
Process complete. Returning in: 4
Creating VLWELL®1 on the CLE server.
success
Continuous Learning Environment Account Manager 2 HAMILTON LOLA M.1270749310
# Retum fo Home Process complete. Returning in: 1

Creating LMHAMIOL on the CLE server.
SUCCESS

After a count of 5 seconds on the previous screen the user will be redirected to
this screen to see the details of the account they just created. They will need to
click the Return to Home link to get back to the main account listing page.

Continuous Learning Environment Account Manager 2 HAMILTON LOLA M.1270743310
Login ID: LMHAMIOD
Account Type: CAC
Site: HIK
E-Mail lola_hamitton ctr@us af mil
Job Data Records
Servers: CLE
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Step | Action Result
9. Click the Returnto | The CLE Home Account Manager window displays with the accounts created.
Home link. The user can add multiple accounts by clicking the Create an Account Link

after each entry.

Continuous Learning Environment Account Manager

.- Home

I Create an Account Accou nts
L Refum fo CLE
Filter: nene
Login Site
LMHAMIOD HIK

Total = §

A HAMILTON.LOLAM.1270749310

Job Type Delete
Data Records [ x |

CLE Home Account Manager window — Account created

The user can continue to create other accounts by clicking on the Create an
Account link and they will display as they are created.

Total =

Continuous Learning Environment Account Manager

1 HAMILTON LOLA M 1270743310

| Create an Account Acco u nts
& Retum to CLE
Filter: none
Login Site Job Type Delete
LMHAMI0O HIK Data Records ﬁ
LMHAMIO1 pov Port Level GATES Management ﬁ

The Red X: The user can click on the red X to delete an account. A popup
displays asking “Are sure you want to delete LMHAMI02?”

Message from webpage

IQJ Are you sure you want to delete LMHAMIOZ2?

555

OK H Cancel ]

OK button. When the user clicks the OK button a window displays
stating “Please wait while your account is being deleted.”
seconds the user will be returned to the CLE Home Account Manager
window with the Account deleted.

After 5
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Step | Action Result
Continuous Learning Environment Account Manager £ WELLEN VICKIE L 1270785022
Please wait while your account is being deleted.
Cancel button. When the Cancel button on the Delete popup is selected
the popup closes and the previous window displays.
10. | Click the Returnto | The GATES CAC/ECA Certificate Choose Account window displays with the

CLE link.

users Login Accounts.

GATES CAC/ECA Certificate Choose

Account

Accounts
Login Locked
LMHAMIOO
LMHAMIO1

Manage CAC/ECA
Create CLE Account

Continuous Learning Environment

2-8
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Step | Action Result
11. | Click the Manage The GATES CAC/ECA Certificate Management window displays.
CAC/ECA button.

e

YeSmia

L ?& N

<G

Wt 4

\/
GATES CAC/ECA Certificate Management

Accounts
Login Linked Locked

LMHAMIOO yes

LMHAMIO1 yes

Action
R —

Continuous Learning Environment

12. | Clickon an account | agter the user makes the appropriate selections the Go button will be enabled.
and an Action.

JMENT 4y
o 23 o

A
o

¥ AW
<E)>

A

NG % &

B Cd ot o

29 oty nets

ATION -

GATES CAC/ECA Certificate Management

Accounts
Login Linked Locked
LMHAMIO1 yes
Action
Loan 1 I

https://clial.gatesdev.scott.af.mil/GatesLogin/CacManagement_login.action Ln Environment
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Step | Action

Result

13.

Click the Go button.

The GATES FOUO Notification Accept window displays.

p 0“"‘“”4"40

% S
4’.110%? o
!

GATES FOUO Notification Accept

Login ID: LMHAMIOO Date: Jul 27, 2016

PRIVACY ACT INFORMATION - The information accessed through GATES contains Personally Identifiable
Information (PII)PRIVACY ACT INFORMATION - THE INFORMATION ACCESSED THROUGH GATES
CONTAINS PERSONALLY IDENTIFIABLE INFORMATION (PII) AND FOR OFFICIAL USE ONLY (FOUQ)
INFORMATION. ACCESS TO GATES IS LIMITED TO CONDUCTING OFFICIAL DUTIES. ALL INFORMATION
RETRIEVED FROM GATES MUST BE PROTECTED IN ACCORDANCE WITH OMB CIRCULAR A-103, DOD
DIRECTIVE 5400.11 AND USTRANSCOM INSTRUCTION 33-35 accordance with OMB Circular A-103, DOD
Directive 5400.11 and USTRANSCOM Instruction 33-35

1 understand and acknowledge that I have read the above notice and will keep all sensitive data extracted from GATES
secure to the best of my ability.

O Accept O Decline

OK

Continuous Learning Environment

14.

Click the Accept
button and then the
OK button.

The GATES CLE User Accept Agreement window displays.

~l

\\n v

4, @ : Q
> ,,,,,\ \*4 “huyy —

GATES Accept

Initial receipt of Login ID and Password for GATES

Login ID: LMMAMIOO Date: Jul 27, 2016

You are accessing a U.S. Government (USG) Information System (15) that Is provided for USG-authorized use only
By using this IS (which includes any device attached to this 15), you consent to the following conditions:

 The USG routinely intercepts and monitars communications on this 1S for purposes Including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterinteligence (CI) Investigations.

o At any time, the USG may

ct and saize data stored on this 1S,

» Communications using, or dats stored on, this 1S are not privi

subject to routine monitoring, Interception, and search, and may be disclosed or used for any USG authorized purpose.
© This 1S Includes security measures (e.

suthentication and access controls) to protect USG Intarests=~not for your personal banafit or privacy.

* Notwhthatanding the sbave, using e information systam does not conatitte consentto parsarnel misconduct, e snforcement, or countarintligence investigatve saarching or monioring of
the conte ommunlcatior (Inciuding work product) that are relat by sttorneys, psy
such Gomemunications and work product

ion or servi
 expiained below:

lsts, or clargy, and their assistants.

privi

nd condent

o Nnxmng In this User Agreement shall be interpreted to limit the user's consent ta, or In 8ny other way restrict or affect, any U.S. Government actions for purposes of network sdministration,

rotection, or defense, or for communications security. This includes all communications and data on an Information system, regardless of any applicable privilege or
ntialty.

conh

The user consents to and saizure of AL ¢ and dat for any authorzed purpose (including personnel misconduct, law enforcemant, or countarinteligance
Investigation). However, consent nd rvieged cammnicatins or et fr personnel miscondict, law
i coins bt ot bt sl ol pgon ‘agate any applicable priviiege or confidentiality that otherwise appIe

O Whether any particular communication or data qualifies for the protection of a privilege, of Is covered by a duty of confidentislity, Is detarmined In sccordance with established legal
standards and DoD policy. Users are strongly encouraged to seek personal lagal counsel on such matters prior to using an information system If the use
a privilege or confidentiality.

ends to rely on the protections of

2 Users should tak

nable 5teps o Identify such communications or data that the user assarts are pro uch privilege or confidentiaity. Hows
Sevurton of» peviege o confdentely 15 O sucien 1 crest puch protaction mar one GuH Under etaSTANGY oghl sancerds and DO POy

the user's

sentification or
2 A user's folire to ke 1
exist

Deing #ub

sonable steps i any such communicatians or data as i
d DoD policy. Howaver, In such cas .S,
ARy, b S0ch acioms 05 ek AegurE any

jod or confidantial does ot w
vernment is authorized to t
o confidentiaiity

the privilege or confidentiality If such protections otherw
s0nable actions to identfy such communication or

R lage of canndenti

> Thase candltions prasarve the confden
communicatians and
and data to ensure th

Iity of the communication or d
confidantial. Further, the U.S.
oy protect

and the legal protections regarding the u
asonab

nd disclosure of privileged information, and thus such
ontent of captured/selz lleged communicstions

oo

o 1n cases when the user has consented to content searching or monitaring of communications or data for persannel misconduct, law enforcement, or countarinteliigence Investigative searchin

(L., for il communications and data other than privileged communications or data that are related to parsonal reprasentation or servicas by att
assistants), the U.5. Government may, solely at Its discretion and In sccordance with DoD policy, elect to apply & privilege or other restriction on the U.
or disciosure of such information

yehotharapists, o clergy, and their
Government's otherwise-authorized use

o All of the above conditians apply regardless of whether the access or use of an Information system Includes the display of & Notice and Consent Banner (“banner"). When & banner Is used, the

banner functions to remind the user of the canditions th forth In this User Agreement, regardiess of whethar the banner describes thase condtions in full detall or provides a summary
of such conditions, and regerdless of whether the banner expressly references this User Agreement,

t understand and acknowledge recaipt of th Lagin 10/passward and will keep the system secure to the best of my ability
Accept [ Dacline

[ Remarks |

Continuous Learning Envirol
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Step

Action

Result

15.

Click the Accept
button and then the
OK button.

The GATES Login window displays.

7, L
Ziy
H0gy oo
I’L]T‘U

)
o

JMENT 4y,
) Do{

s
& %
5 2
g )
= S
g g
R g
>, o
%, &

s,

GATES Login

Enter GATES
Click above to enter GATES.

Readme

Continuous Learning Environment

If not using PKI, click Cancel on following certificate dialog box.

16.

Click the Enter
GATES Link.

The GATES CLE Home Page displays.

GATES Home Page Selact

[V || Please select an application

Home Help]About| Logout

Message of the Day

is Message o

is on

. m_carg:
b ho_su, :

togeth tional, s

(12)font (14)size (16)changes (
[Blso testing that the Messa £ th
field will hold ap

carriage returns.

carriage returns. Need to test that

returns.

&
1

MOTD Legend
RED: GATES Management
IGREEN: Functional Database Manager
IBLUE: World-Wide Account Manager

[ieed to test that the field

£ the Day

e returns. sms Need
including spaces and
imately 10

in Purple logged on as WPS User. The Filter
export, wp_cargo_import, wp_cargo_su, wp_hg,

with font characteristics.

1d italics,
d be greac (10)

a:
5 (20)be (22) exce;

does not close when saving. Need to test
cters including spaces and carriage

Need to test that the field will hold approximately 1000 characters including spaces and]

eed to test that the field will hold approximately 1000 characters including spaces and]

spaces and]

vill
iage returns. sms Need to
including spaces and

charac

7111 hold approximately SMS

IPURPLE: WaterPort HQ
BLACK: DCS HQ

Accessibility/Section 508
The U.S. Department of Defense is commitied to
making s electronics and information technologies
accessible to individuals with disabilities in
accordance with Section 508 of the Rehabilitation Act
(28 U.S.C|794d). as amended in 1999 Send feedback
or concems related to the accessibility of this web site.

to: DodSectionS08@osd. mil.

For more information about Section 508, please
visit the DoD Section 508 website
http://dadcio. defense.gow/DoDSection508.aspx]
Last Updated 03/24/2014

Login Id: LMHAMIOO
Last Login: 27 Jul 2016 15:45

User Port: HIK

Instruction 33-35.

Note: Refer to the GATES User Manuals to describe how to use the Software

Applications and Sub applications.

PRIVACY ACT INFORMATION - The information accessed through this system is considered FOR OFFICIAL USE ONLY and must be protected in accordance with The Privacy Act and USTRANSCOM
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INFORMAL CLE - WATER

3.1. Accessing the Water Informal CLE

Step

Action

Result

1.

Type ina URL.

When a user accesses the GATES website, the GATES Logo window
displays.

You are accessing a U.S. Government (USG)
Information System (IS) that is provided for USG-
authorized use only.

By using this IS (which includes any device attached
to this IS), you consent to the following conditions:

~The USG routinely intercepts and monitors
communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC
monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE),
and counterintelligence (CI) investigations.

-Atany time, the USG may inspect and seize data
stored on this IS.

-Communications using, or data stored on, this IS

are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or
used for any USG-authorized purpose.

<This IS includes security measures (e.g.,
authentication and access controls) to protect USG
interests--not for your personal benefit or privacy.

-Notwithstanding the above, using this IS does not
constitute consent to PM, LE or Cl investigative
searching or monitoring of the content of privileged
communications, or work product, related to
personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants.
Such communications and work product are private
and confidential. for details.

[ o]
GATES Logo Window

The GATES Logo page loads an initialization applet which will examine the
current user configuration to determine the extent of GATES applet
functionality. Configuration problems, if any, are passed to GATES Login for
presentation to the user after successfully logging in.

If the initialization applet fails to load, the GATES Logo Page will display a
message indicating some features will not be available and to continue with
the login process.
If the initialization applet loads successfully and the user has not yet restarted
the browser, GATES displays a message requesting the user to restart the
browser.
This step is only required when a change in or absence of the expected GATES
user configuration is detected by the initialization applet.
If the initialization applet loads successfully and the user is correctly
configured, GATES will not display a message.
Regardless if a message is displayed or not, GATES allows the user to continue
the login process.




EUE-GUM- CLE-05.05v2 26 January 2017

Step

Action

Result

Click the OK button.

The GATES CLE Login window displays.

© 0

Enter GATES Link. When the user clicks on the Enter GATES link on the
GATES CLE Login window, GATES displays the CAC/ECA Certificate
Choose Account window.

If there isn’t currently a CAC card inserted in the reader. GATES displays
the Insert Smart Card a message.

Click on the Enter
GATES link.

The Select a Certificate window displays.

If there isn’t currently a CAC card inserted in the reader, GATES displays
the Insert Smart Card message.

Windows Security

Select a Certificate

Issuer; DOD EMAIL CA-32
Valid From: 1/21/2016 to 2/28/2018

—
Issuer: DOD CA-32
Valid From: 1/21/2016 to 2/28/2018

OK Cancel

Click on appropriate
certificate name and
then click the OK
button.

The Enter PIN window displays.
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Step | Action Result

Actividentity

Please enter your PIN.

FIN

oK | Cancel |
Upon initial window display, the focus is on the PIN field.
PIN Field. GATES allows the user to enter his/her PIN (minimum of six and
maximum of eight digits).
Cancel button. When the Cancel button is selected, GATES displays the
GATES Login Failed window.
5. Enter your Pin code

and then click the
OK button.

Note: This window
with the Create CLE
Account button will
only be visible on the
Air Informal CLE
servers & the red
“Continuous
Learning
Environment” notice
at the bottom of the
window

The GATES CLE CAC/ECA Certificate Choose Account window displays.

GATES CAC/ECA Certificate Choose
Account

Accounts
Login Locked

Manage CAC/ECA

Create CLE Account

Continuous Learning Environment

Upon initial window display, GATES displays the accounts associated with
the user. The “Create CLE Account” button will only be visible on the
Air Informal CLE servers. The Login button is disabled. The Manage
CAC/ECA buttons is enabled.

Accounts Group Box. GATES lists the accounts associated with the user’s
CAC or ECA Certificate. A “yes” in the Locked column indicates the login
is locked and not available for login.

Login button. When an account is selected and the Login button selected
GATES logs the user into GATES and displays the GATES FOUO
Notification window.

Login Failed. If the Login fails, GATES displays the Login Failed page with
the message "Login Failed; Please contact your WASO."

Max logins. If the user has reached their maximum concurrent login sessions,
GATES displays the Login Failed page with the message "This account has
reached its maximum allowed logins."”

Manage CAC/ECA button. When the Manage CAC/ECA button is selected,
GATES displays the Manage CAC/ECA Certificate Management window.
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Step | Action Result
6. | Click the Create The CLE Home Account Manager window displays.
CLE Account
button. ontinuous Learing Environment Accout Maregs &
P Accounts
Upon the first initial window display, the CLE displays with no accounts
associated with the user The Create an Account link and the Return to
CLE link are enabled. The Accounts group box lists the active
account(s), the site, and the Job Type associated with the Logged in user.
The red X allows the user to delete an account as needed.
7. | Click the Create an | The CLE New Account Manager window displays.

Account Link.

|
|

Upon initial window display, the Login ID displays the user associated with
the account created. The APC dropdown allows the user to select from the list
the appropriate APC. The Job Type dropdown allows the user to select from a
list of Job Types.
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Step | Action Result
8. Enter an APC and a
Job Type and then

click the Submit
button.

created.”

A screen will popup stating “Please wait while your account is being

Continuous Learning Environment Account Manager

& WELLEN.VICKIE L.1270785022

Please wait while your account is being created.

displays.

When the account has been created successfully, the following screen
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Step

Action

Result

Continuous Learning Environment Account Manager

A WELLEN VICKIE L 1270785022

Creating VLWELLO1 on the CLE server

SUCCESS

Process complete. Returning in: 4

A Return to Home

Continuous Learning Environment Account Manager

4 HAMILTON.LOLA M_1270749310

Process complete. Returning in: 1

Creating LMHAMIOL on the CLE server
SUCCESS

After a count of 5 seconds on the previous screen the user will be redirected to
this screen to see the details of the account they just created. They will need to
click the Return to Home link to get back to the main account listing page.

Continuous Learning Environment Account Manager

- Return fo Home

Account Detail

Login ID
Account Type:
Site:

E-Mail

Job:

Servers:

A HAMILTON LOLA M.1270749310

LMHAMIOD

CAC

HIK

lola_hamilton.ctr@us .af.mil
Data Records

CLE
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Step | Action Result
9. Click the Returnto | The CLE Home Account Manager window displays with the accounts created.
Home link. The user can add multiple accounts by clicking the Create an Account Link

after each entry.

Continuous Learning Environment Account Manager 4 HAMILTON LOLA M 1270749310
‘ Create an Account Accou ntS
& Retumn to CLE
Filter none
Login site Job Type Delete
LMHAMIDO HIK Data Records ﬁ

Total =

CLE Home Account Manager window — Account created

The user can continue to create other accounts by clicking on the Create an
Account link and they will display as they are created.

Continuous Learning Environment Account Manager L HAMILTON LOLAM 1270749310

| Create an Account Acco u nts
& Retum to CLE
Fitier: none
Login Site Job Type Delete
LMHAMIOO HIK Data Records ﬁ
LMHAMIO1 pDov Port Level GATES Management ﬁ

Total =

The Red X: The user can click on the red X to delete an account. A popup
displays asking “Are sure you want to delete LMHAMI02?”

Message from webpage @

'9/. Are you sure you want to delete LMHAMIOZ2?

o ][ coner |

OK button. When the user clicks the OK button a window displays
stating “Please wait while your account is being deleted.” After 5
seconds the user will be returned to the CLE Home Account Manager
window with the Account deleted.
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Step | Action Result
| Please wai.t while your account is being deleted.
Cancel button. When the Cancel button on the Delete popup is selected
the popup closes and the previous window displays.
10. | Click the Returnto | The GATES CAC/ECA Certificate Choose Account window displays with

CLE link.

the users Login Accounts.

GATES CAC/ECA Certificate Choose

Account
Accounts
Login Locked
LMHAMIOO
LMHAMIO1
Manage CAC/ECA

Creale CLE Account
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Step

Action

Result

11. | Click the Manage

CAC/ECA button.

The GATES CAC/ECA Certificate Management window displays.

GATES CAC/ECA Certificate Management

Accounts
Login Linked Locked
LMHAMIOO yes
LMHAMIO1 yes
Action
™ Go

Continuous Learning Environment

12.

Click on an account
and an Action.

After the user makes the appropriate selections the Go button will be enabled.

o
o 2

B %) S
o~ Yogy, © oY
#2moN, gy €

st

GATES CAC/ECA Certificate Management

Accounts
Login Linked Locked
LMHAMIO1 yes
Action
o[ G ]

Continuous Learning Environment
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Step

Action

Result

13.

Click the Go button.

The GATES FOUO Notification Accept window displays.

GATES FOUO Notification Accept

Login ID: LMHAMIO1 Date: Jul 29, 2016

PRIVACY ACT INFORMATION - The information accessed through GATES contains Personally
Identifiable Information (PII)PRIVACY ACT INFORMATION - THE INFORMATION ACCESSED THROUGH
GATES CONTAINS PERSONALLY IDENTIFIABLE INFORMATION (PII) AND FOR OFFICIAL USE ONLY
(FOUO) INFORMATION. ACCESS TO GATES IS LIMITED TO CONDUCTING OFFICIAL DUTIES. ALL
INFORMATION RETRIEVED FROM GATES MUST BE PROTECTED IN ACCORDANCE WITH OMB CIRCULAR
A-103, DOD DIRECTIVE 5400.11 AND USTRANSCOM INSTRUCTION 33-35 accordance with OMB
Circular A-103, DOD Directive 5400.11 and USTRANSCOM Instruction 33-35

I understand and acknowledge that I have read the above notice and will keep all sensitive data extracted from GATES
secure to the best of my ability.

Accept © Decline

Conti Learning Envi

14.

Click the Accept
button and then the

The GATES CLE User Accept Agreement window displays.
A

~l
Initial receipt of Login ID and Password for GATES
Login ID: LMHAMIO1 Date: Jul 29, 2016
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which Includes any device attached to this IS), you consent to the following conditions:

« The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and de
personnel (PM), law (cn

® At any time, the USG may Inspect and seize data stored on this IS.

« Communications using, or data stored on, this IS are not privats ubject to routine monitoring, Interception, and search, and may be disclosed or used for any USG authorized purpose.

o This IS Includes security measures (e.g., authentication and access controls) to protect USG Interests--not for your personal benefit or privacy.

« Notwithstanding the above, using an information system does not constitute consent to personnel law searching or monitoring of
the content of privileged communications or including work product) that are re! onal reprs tion or services hy attorneys, psychotherapists, or clergy, and their assistants.
Under these circumstances, such communications and work product are prival nd confidential, as further explained below:

© Nothing In this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict o affect, any U.S. Government actions for purposes of network administration,
operation, protection, o defense, or for communications security. This Includes all and data on an system, regardless of any applicable privilege or
confidentiality.

© The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personnel law
Investigation). However, consent to or selzure of and data Is not consent to the use of privileged communications or data for pcuonnal misconduct, law

or S0aInst any party and does not negate any spplcable priiege or conficentalty tnat otharwise spslies

© Whether any particular communication or data quallfies for the protection of a privilege, or Is covered by a duty o with legal
standards and DoD policy. Users are strongly encouraged to seek personal legal counsel on such matters prior to u;mo Pt system if b rely on the protections of
a privilege or confidentiaiity.

0 Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such privilege or confidentiality. Howevar, the user's identification or
sssertion of a privilege or confidentiality s not sufficient to create such protection where none exists under established legal standards and DoD policy.

0 A user's fallure to tak bi ntify such communications or privileged or confidential d walve the privilege or confidentiaiity If such protections otherwise
exist under established lagal Siandarce ond DoD polkcy, However, n $uch cases the UrS: Govarmment 5 suthorfoed t aks reaserbse betions 6 Ientiy s communication o dats &8
baing subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.

© These conditions presarve the confidentiality of the communication or data, and the legal protections regarding the use and disclosure of privileged Information, and thus such
communications and vate and confidential. Further, the U.S. Government shall take all reasonable measures to protect the content of captured/seized privileged communications
and data to ensure they are appropriately protected.

« In cases when the user has consented to content searching or monitoring of communications o data for personnel law searching,

(l.e., for all communications and data other than privileged communications or data that are related to personal representation or services by al(ornnyl nsvchom aplsts, or clergy, and thelr
assistants), the U.S. Government may, solely at lts discretion and in accordance with DD policy, elect to apply  privilege or other restriction on the U.S. Government's otherwise-authorized use
o disclosure of such information.

« All of the above conditions apply regardiess of whather the access or use of an Information system Inciudes the display of a Notice and Consent Banner ("banner*). When a banner Is used, the
banner functions to remind the user of tha conditions that are set forth In this User Agreemant, regardiess of whethar the banner describes these conditions In full detail or provides & summary
of such conditions, and regardiess of whather the banner expressly refarences this User Agresmant.

1 and recelpt of the Login and will keep the system secure to the best of my abllity.
Accept . Decline
{ Remarks |
uous Learning Environment VI
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Step

Action

Result

15.

Click the Accept
button and then the
OK button.

The GATES Login window displays.
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GATES Login

Enter GATES
Click above to enter GATES.

Readme

Continuous Learning Environment

If not using PKI, click Cancel on following certificate dialog box.

16.

Click the Enter
GATES Link.

The GATES CLE Home Page displays.

GATES Home Page Selact

[V || Please select an application

Home Help]About| Logout

Message of the Day

is Message o

is on

. m_carg:
b ho_su, :

togeth tional, s

(12)font (14)size (16)changes (
[Blso testing that the Messa £ th
field will hold ap

carriage returns.

carriage returns. Need to test that

returns.

&
1

MOTD Legend
RED: GATES Management
IGREEN: Functional Database Manager
IBLUE: World-Wide Account Manager

[ieed to test that the field

£ the Day

e returns. sms Need
including spaces and
imately 10

in Purple logged on as WPS User. The Filter
export, wp_cargo_import, wp_cargo_su, wp_hg,

with font characteristics.

1d italics,
d be greac (10)

a:
5 (20)be (22) exce;

does not close when saving. Need to test
cters including spaces and carriage

Need to test that the field will hold approximately 1000 characters including spaces and]

eed to test that the field will hold approximately 1000 characters including spaces and]

spaces and]

vill
iage returns. sms Need to
including spaces and

charac

7111 hold approximately SMS

IPURPLE: WaterPort HQ
BLACK: DCS HQ

Accessibility/Section 508
The U.S. Department of Defense is commitied to
making s electronics and information technologies
accessible to individuals with disabilities in
accordance with Section 508 of the Rehabilitation Act
(28 U.S.C|794d). as amended in 1999 Send feedback
or concems related to the accessibility of this web site.

to: DodSectionS08@osd. mil.

For more information about Section 508, please
visit the DoD Section 508 website
http://dadcio. defense.gow/DoDSection508.aspx]
Last Updated 03/24/2014

Login Id: LMHAMIOO
Last Login: 27 Jul 2016 15:45

User Port: HIK

Instruction 33-35.

Note: Refer to the GATES User Manuals to describe how to use the Software

Applications and Sub applications.

PRIVACY ACT INFORMATION - The information accessed through this system is considered FOR OFFICIAL USE ONLY and must be protected in accordance with The Privacy Act and USTRANSCOM
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